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Sentinel Collectors

= Legacy Scripts
o REELE gk SIS State Machine A
FER— e R HIRE 2C
= regular expression EE H programming language
P SRR A PERGEE AR RE (ZE2 IR
escape)
" AN ETEEIENGES

= AR !
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Sentinel Collectors

= JavaScript Collector

= {5/ Rhino (JS interperter impl. by Java)

= Java + JavaScript HYE &, MMIEE4ERY JavaScript.
ci#E Legacy Scripts HYEFZ4GREL |
= New SDK #2 Java HYZ[SfrH] Javascript BLFEAR .

with more APIs. [ERSHI . HKOATETAM “F
¥ APIs ( Fim= Java &£ JS) B2 Sentinel &

5
= JS spec 5 EFEE L, (IHESEF| system level I/0
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Collectors Problems

= Collector FNGizsbilEmag i, A 817> Sentinel
ZHN . HEREAR T
= JWNEEF Collector Z2ZEFA Sentinel [, A 5EEwES
Collector HYIEREME .
= HfEJR Sentinel =75 Debugger, {Hil A2 —1{EFZsEE1E .
= Sentinel footprint X A ...

 EfEO] (R AMES JavaScript interpreter fi5CHTEEEE ,
(B {2imaa1/)75 A Sentinel.
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Solution

Y

- HHEK E5hg ks 7Y collector, B
collector

= generic-collector
e AR L K data format BB S5
= 18 collector HYFEZEHES] Sentinel HYYMEREETE .

« o[fEFATE FEZENEI TR, ¢ AEL Sentinel
G —H ey T H AT collector
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iLLogger Approach

= generic-collector
= syslog-ng
= shell scripts (plugins) or optional logx

= shell scripts run in background
= parse log message
= pack log message 1n “generic-collector” format

= use “logger” command send to syslog-ng
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Novell Sentinel
generic—collector

message in genaric-collector’s format

logger
syslog-ng /\

filtering, backup .... plugin_script &
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Data Format

= NVP (name value pair)

= TAGI="VALI"\{TAG2="VAL2"\t ....

= TAGn 1s Sentinel variable (in Javascript's term)

= EVT, SEVERITY, MESSAGE, SOURCE_IP,
DEST_IP ....

= double quote 1s optional
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Shell Script &

= tail, tailf, read

= echo, cut

= awk, sed, grep, egrep ...
= logger
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Demo
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Demo Setup

 logx -c sentinel-emu.xml ( {5 Sentinel )

" udp 1468 ———=> STDERR ( \%J:Aé )
= tcp 1468 ----> STDOUT ( Hfh)

= syslog-ng
= match ““sentinel:” 13 tcp 1468 #%
= match ““apache:” 1+ udp 1468 7%
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if

iLogger fiiE

= performace 7=

DRSS S
= Solution: fif] perl, python, php, C/C++ ... Bt
shell script.

. B RN
= Solution: fol low Novell 1L0gger 1 rules, IfEZEay

'Tﬂﬁgmﬁﬁﬁf

THg
%y P ATRAE] http://www. LinuxDAQ-Labs. com

MY

http://www.LTnuxDAQ-Labs.org i&‘




if

iLogger fiiE

= generic-collector FEEHE ST =
= collector MYFERIEFHE"IEIETCHYEER eval(), HH

ETNE interpreter TR FIEI—ZT interpreter.
Sentinel [ EEFEEEZLT , BiLA—H. data format
ANIEHE , BE{[E collector &{FH .

= Solution: FIJFH script f¥pEPfm4ds . Format 1FiE
"4F generic-collector 7% .
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Behind iLogger

- iLogger ZEFEn]{THYRE
- BRI EE AR AR D AR data format FY A
= Behind 1iLogger

SFEFCERETEEHARY configuration file HUZE®E . 3}
H[=CHY data format Z[1 NVP, CSV, some DB format
.. A EEEFET collector.

= Solution: logx — a flexible log exchange utility
" JEILL syslog-ng HYTESERR

= xml based configuration file
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= HEJ] Nove

= DL logx B

iLogger + logx

1

[ o

1

IHYT2C,
ARELHY shell script

= [REH syslog-ng fEEL Sentinel JEiEATFERE
= {5 syslog-ng ¥} log message

#F raw message it debug [ .
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Logx Approach for Sentinel Collectors
Current Approach (iLegger, iKit)

Novell Sentingl
generic-collector (TCP/UDP, 1468)

without buildin syntax check ‘—]
logx }—( SOLTCE

iLogger plugin J

[ syslog-ng
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Logx Approach

= Sentinel Logx-Collector

= N data format fg# , ZEHEE IS
» TIEHLFEAE collector HYT]FHEX parameters

= optional syslog-ng

= logx
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Logx Approach for Sentinel Collectors

Novell Sentingl

Logx-collector (TGP/UDP, 1468)
buildin syntax check i —

‘ logx >=0.12.0

target . ‘ filter . ‘
[ socket sentinel-check.php souree
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