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Overview

* Source ( EVERIR )

* Filter ( ;B BB

» A HPEREAR BB column value (DB, CSV, NVP) K3
e, i .

= Target ( 58 H B )
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Overview

* Route ( FHUEEEIMAEZHE)

e 5% routing rule = EE)—(EEB L E BT (Thread).
Logx A [AIRFERTE 2 AH BB I BT

- R Linux, Win32
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exec, exec pipe, C
CSV, NVP (with embedded filter)
words _skip
regex
BSD syslog
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Socket TCP/UDP
File
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rand
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Source
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Source

" STDIN (text console)

= Zi8 STDIN, i< 4 debug s
= TCP/UDP

= FRIK B TCP/UDP FE
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Source

= Database
~ UK B RE =% ODBC ERHEREE
= 22 Table :EHLEE
= AJEEMER] column i filtering AITIEE
" MySQL, Oracle, MS SQL, PostgreSQL, SQLite3 ...
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Source

* File
« BN EE

= 7% File rotation 1BH¢ (counter, timed, last
modified )

" €Xec, exec_pipe

= SNERAR S, EFEAE AR E S ERE
JSNiES wj”i scripts. 41 PHP, TCL, Perl,

ﬁ: A Python L)
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Source

= C(.soor .DLL)
« REFEHE M so B DLL BAHDIEEE R5

S V[
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Source

* Windows /4

* Windows E/FIfE&2
= Windows /A0 rE

" Rand
" BLEE A, NEREE T HIEH
Sysinfo
" logx 7RI ARG AR

http://www.LinuxDAQ-Labs.org ﬁaﬁ




Source

" Logxinfo

" logx EFlLE (E ..
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Database Source

- DB HJ Tables W /EH—1# Table EH
integer ZURRH] key FHAGEH HBACBK7E DB
T log HIZEEL.
- 0] [FIRFEE Z A E R E Table R AL
" R —=F log BUATEZE table BIRIT
« [E BHEAL T3 embedded filters, 7] BN E
BHZRE 2 BEfT R .
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Filter
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Filter

" Regex (Regular Expression)
= M regex HlEMEHEEGIRE

" POSIX Extended Regular expression

" €Xec, exec_pipe

= MR scripts, utilities #7 source {HARAEHE
ST R P

Nf%\ ~
%Y REHER AT http://www.LinuxDAQ-Labs.com

http://www.LinuxDAQ-Labs.org l&‘




Filter

= C(.soor .DLL)
= H A e IZIEFB

=B R PR AR A

/ FFLU
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Filter

" CSV (Comma Separated Value)

= CSV MFENERFRIZCH% . vl $E [ pl e AL F 8
TTRE¥E . (#8170 DB column H embedded filter)

" NVP (Name-Value-Pair)

 AIETEHME RN E TR . (282l DB column
1] embedded filter)
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Filter

" Word Skip
- HEARY filter MEFHIE / WIS AT ET 21
words

" BSD syslog

= /K BSD syslog HY priority, facility R € & St
BRE .
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Target
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Target

* STDOUT/STDERR
- IR B AR L (BABR I Sk )
- NULL

= FHER /devimull, FHATE source E1E command

TR ..
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Target

= TCP/UDP

¥R AP EH B R E A AE RS H gt ( AT EFEL
F—E logx L) {HiX.

" File
= A5 BRI B EHUE LA R AT
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Target

= Database
« BEHEPEEE A local BUERYGHIERIE (15
iH ODBCO).

" BSD syslog
iR PhEFFHEE AEL UNIX B syslog.
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Route
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Route

= $T¥ Source, Filter &1 Target fHEFIHE .

* <route name="TEST”

source="rand”
filterO=""filterQ” filter1="filter1”

targetO="STDOUT" target1="DB” />
* B:—1lH <route/> FH{EI—[EIELH) thread.
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i source j -{ filter0 J

target0 j
COPY
[ filtert ) O__{ target )
GET NEXT INPUT I .
L
targetN ]
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L b

Tt

- bR T ESGAERSECE (U0 Cisco, McAfee,
Tipping Point, Fortigate, TrendMicro ...) Z 7} .
%A Logx AJER¥E%| Applications ( 40 1IS,
Apache, sendmail, BIND, DHCP ...) &2 Host
RERARE. 22 eEEENEEZE.

_Uéﬂﬁ YR HTEE (U0 Novell Sentinel) /AL
SraEUHT B SIS EDARE , LI R th &

?ﬁ%\{ {11 _J'/IE ,_Tg \

BHEHRAF h

/uul
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© ZEFNECBEE R, AlEE NFEE

BIHIFTK .

- Bl R P AR NERERLE 4G5S 5
A ATHL , MU ATEIE logx ¥ File ¥EAL syslog
G U ME

- R

i
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Examples
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UNIX/Linux System Log

/var/log/messages

= <?xml version="1.0" encoding="UTF-8" 7>
<logx require="0.11.3">
<source name="messages”
type="file”
file="/var/log/messages"
seek whence="END" seek offset="0"
udelay="1000000" />

<route name="msg"
source="messages"
target="STDOUT" />
</logx>
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Apache2 Error (OpenSuSE)
/var/log/apache2/error_log

= <?xml version="1.0" encoding="UTF-8" 7>
<logx require="0.11.3">
<source name="apache_error”
type="file”
file="/var/log/apache2/error_log"
seek whence="END" seek offset="0"
udelay="1000000" />

<route name="apache _error"
source="apache_error"
target="STDERR" />
</logx>
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